How to configure Microsoft System Center Operations Manager (SCOM) 2012 R2 as SNMP trap receiver for VMware vCenter on MS Windows?
One of the most interesting and very often asked things is how do I configure SCOM 2012 as a SNMP trap receiver? The solution isn't really easy and a lot of SNMP basics are needed.
Again Microsoft need to do some homework to make some things much more easier and improve SCOM regarding SNMP traps. But first I would like to thank some people for their good documentation which pushed me to the right direction
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I've done some investigations of our System Center Operations Manager 2012 R2 update rollup 2 installation and here are my findings
1. If your SNMP trap sending device isn't able to act as an typical SNMP agent, means that there can be an SNMP daemon running, you never ever get this device discovered by SCOM! That's the fact!
2. You should force a discovery for a specific SNMP version. If the device is discovered as version 2(c) device, SCOM ignores every trap from this device if it is not a version 2 trap!
To get more familiar with the SCOM SNMP network device discovery T build following scenario

Provisioning of a RedHat Enterprise Linux 5 VM and installation of the net-snmp suite. This software package delivered a full featured SNMP daemon (snmpd) and additionally a snmptrap daemon (snmptrapd). All daemons (aka services) are highly configurable and there is very good documentation

1. Enable discovering as SNMP v1 device
To act as a SNMP version 1 device is easy to configure. Just comment the v2c¢ line.

1# vi /etc/snmp/snmpd.cont

groupName securityModel securityName

group  notConfigGroup vl notConfigUser
#group  notConfigGroup v2c notConfigUser

#H#H
# Third, create a view for us to let the group have rights to:

2. Running the SNMP daemon
We use the typical service call

[root@<hostname> ~]# service snmpd restart
Stopping snmpd:

Starting snmpd:

[root@<hostname> ~]#

If this is all done, don't forget to save and configure SCOM to detect the new network device. Don't discover it as a Linux or Unix computer!

Before performing the discovery I started a port scan with nmap and found that only port 161 is opened on the SCOM 2012 installation. This is the reason why SCOM 2012 isn't able to act as a SNMP trap receiver out of the box unless the device discovery is successful done!

[rooti<hostname> ~]# nmap -sU -p U:161 <FQDN-SCOM>

Starting Nmap 4.11 ( http://www.insecure.org/nmap/ ) at 2014-06-20 12:28 CEST
Interesting ports on <FQDN-SCOM> (<SCOM-IP>)

PORT STATE SERVICE

161/udp open|filtered snmp

MAC Address: 00:50:56:A3: vy (VMWare)

Nmap finished: 1 IP address (1 host up) scanned in 0.325 seconds
hostname> ~]#
@<hostname> ~]# nmap -sU -p U:162 <FQDN-SCOM>

Starting Nmap 4.11 ( http://www.insecure.org/mmap/ ) at 2014-06-20 12
Interesting ports on <FQDN-SCOM> (<SCOM-IP>) :
PORT STATE SERVICE

udp closed snmptrap

Address: 00:50:56:A3:xx:yy (VMWare)

Nmap finished: 1 IP address (1 host up) scanned in 0.118 seconds
[root@<hostname> ~]#

But now let us configure the MS Windows Server 2012 and the SCOM 2012 R2 update rollup 2 in several separate steps.

1. First we have to do some prerequisites on the Windows operating system

a. Click on Server Manager -> Dashboard -> Add roles and features




nager * Dashboard

WELCOME TO SERVER MANAGER

B Local Server

All Servers

° Configure this local server

12 Add roles and features

3 Add other servers to manage

4 Create 3 server group

b. Read and click next

DESTINATION SERVER.

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your erganization, such as sharing documents, or
hosting a website.

Instaliation

Servar Selection

and Features Wizard
Before you continue, veiify that the following tasks have been completed:

* The Administrater account has a strong password
* Network settings, such as static IP addresses, are configured
* The mast current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next:

[ Skip this page by default

<Previous | Nea> [y [ mstal | [ cancel

¢. Select role-based of feature-based install

DESTINATION SERVER

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Befors You Begin

@ Role-based or feature-based installation
Configure a single server by adding roles, rofe services, and features.

Server sek

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deplayment,

< Previous Next > [ stet | [ Cancel




d. Select a server from the server pool

DESTINATION SERVER
==

Select destination server
Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation T () Select a server from the server paol
ypE
O Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name 1P Address Operating System

1 Computeris) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager, Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

o [DNa ]ﬂ install Cancel

e. Just click next

DESTINATION SERVER

Select server roles

Before You Bagin Select one or mare roles to install on the selected server.

Insialiation Type Roles Description
Server Selection File and Storage Services includk
= rage Services includes
] Active Directory Certficate Services services that are always installed, as
[[] Active Directory Domain Services. well as functionality that you can
Featurss L] Active Directary Federation Services install to help manage file servers

[ Active Directory Lightweight Directory Services and storage.

[] Active Directory Rights Management Services
[ Application Server

] DHCP Server

L] DNS Server

L] Fax Server

=

[ Hyper-v

[ Network Policy and Access Services ||
L1 Print and Document Services
[] Remote Access

[l Remote Desktop Services .

install | [ Cancel

f. Check SNMP service (should be installed)



DESTINATIGN SERVER
E———

Select features

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Deseription
Server Selection L s st menagss i e s 5| Simple Network Mansgement
R L] Remote Assistance Protocol {SNMP) Service includes

agents that monitor the activity in
network devices and report to the
b [8] Remate Server Administration Teols (installed) TietwarCOnEe oA At

L[] RPC over HTTP Proxy
[ Simple TCP/IP Services
[] SMTP Ser

B [ Remote Differential Compression

[V SNMP WMI Provider (Installed)
L] Subsystem for UNIX-based Applications [Depreca
[J Telnet Client
[ Telnet Server
] TFTP Client
b [E] User Interfeces and Infr
] Windows Biometric Framework
<[ [ I

ucture (Installed)

<previous | | Nexts | [ mstal | [ Coneel N

g Click on Server Manager -> Tools -> Services

| [' Manage  Toals

Component Services

Computer Management
Defragment and Optimize Drives
Event Viewer

Internet Information Services (IIS) Manager
iSCS! Initiator

Local Security Policy

(ODEBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Manitor

Resaurce Monitor

Security Configuration Wizerd

Semvices p

System c-?}-‘hgumhcn

h. Click on SNMP Service -> Properties.

File Action View Help
EEE B

3 Services (Local)

SNMP Service Name Description  Status  StarupType  Log Al
£ Secure Socket Tunneling Pr... Provides su... Manual
Stop the senvice £ Security Accounts Manager  The startup .. Running  Automatic

Restart the service

erver Supportsfil.. Running  Automatic
; Shell Hardware Detection  Providesno... Running  Automatic
Smart Card Manages ac. Disabled

Description:

Enables Simple Netwerk. i, Smart Card Removal Policy  Allows the s. Manual
Management Protocol (SNMP) e R
requests te be processed by this . : Start
computer. If this service is stopped, SNMP Trap Receives tra.. =
the computer will be unableto £, Software Protection Enablesthe . P
process SHMP requests. f this senvice 7% special Administration Con..  Allows adm., Pause
is disabled, any senvices that explicitly = o " s Rete
depend on it will fail to start. POk emier SILET P
£ SSDP Discovery Discovers n. Restart
uperfetch Maintains i =
; System Center Data Access.. MicrosoftS., —
System Center Managemen... Microsoft .. Refresh
System Event Notification S... Monitors sy.
Task Scheduler Enables a us.
£, TCP/IP NetBIOS Helper Provides s He 7

Z3 Telephany Provides Tel. Manual
Themes Provides us.. Running  Automatic

<] i I

Extended /{ Standard /

Opens the properties dialog box for the current selection,




i Set SNMP community

General [ Log On | Recovery | Agent | Traps | Secutty | s |

[¥] Send authentication trap

A [ e | [ Remowe |

Leam more about SNMP

J. Select accept SNMP packets from any host

General | Log On | Recovery | Agent | Treps | Securty | I

[¥] Send authentication trap
Accepted commurity names
Communiy Fights
=5 READ ONLY
[wo | [Ew | [Romore

@ Accept SNMP packets from any host

O Accept SNMP packets from these hosts

%d. | | Er. | [ Remove

Leam more about SNIP

k. SNMP Service startup type has to be automatic and Service status has to be running

o SMTIAIL Lt merOvE ULy WS e S wanua Lucan yste..
% SNMP Service Enables Sim.. Local Syste...
) cal Service
etwork S,
e Gonordl = cal Syste...
v |00 Fcovery [ et [eee [ Sty | \
| Semicename:  SNMP
| Displayname:  SHMP Service
2| Des Enables Smple Network Management Profocal |
1 gt )(SNMP!requeststu be pocesced by s compuer.
Path to exscutable: cal Syste.
G| C\Windows\System32\snmp exe
£
:r‘ Statwptype:  |Auomatic ~]
A Heip me corfiqure ssrvice startup options

[Service status: _ Running

[ st [ Sep |[ Pawe |[ Rewme |

*You can specify the start parameters that apply when you start the service:
from here.

Stait paramters | ‘

1. SNMP Trap startup type has to be disabled and Service status has to be stopped



5 SNIMP Service Enables Sim... Running  Automatic Local Syste...

€4 SNMP Trap Receives tra. Local Service
& etwork 5.
local Syste...

[ General | Log On | Recovery | Dependencies | focal Syste...
local Service

|| Service name:

Display name:  SNMP Trap

Desa \eceives trap messages generated by local or =]
hion }zmme “Ginplo Network Marmgament Potocol [

local Syste.
4| Pathto executable; local Service
]| CiWindows\System 32\snmptrap exe. vk S...
Startup type: -—‘ local Syste...
& local Service

Helo me confiaure service siartup options. bocal Syste..

[Service status:  Stopped

st [ sop || Pese |[ Remme |

You can speciy the start parameters thal apply when you start the servics
from here:

Start parametets

[ |

2. Second we have to create a Management Pack rule in SCOM

a. Click on Authoring -> Management Pack Objects -> Rules -> Create a new rule.

Authoring
a |7 Authoring
1 (&) Management Pack Templates
#¥ Distributed Applications
Groups

4 &, Management Pack Objects
Attributes
() Moniters
|:p Qblect Discoveries
B Overrides

tasks | Refresh
[2] views

b. Select SNMP Trap (Event) rule type and click on New... near Management pack

@ Select a Rule Type

Select the type of rule to create

1 Mert Genersting Rules A

Timed Commands
=] Execuite a Command

Description: - Specy SNMP traps to colleet. You can collect information about lltreps o you can speciy
SNMP Object Idertiiers to fiter relevan raps.

Management pack

Select destination mansgement pack:

<Select Management Pack> =) [ Mew. hj

c. Create the Management pack



General Properties

s Management Pack General Properties
ID:
Ovemde for SNMP.Trap

Name

Overide for SNMP Trap
Version :

1000 For example, 10.00
Description :

[cprevos | [Ntz [ Cose | [[Coal ]

Enter a useful name like "Override for SNMP Trap". Click on Next.

d. Enter some knowledge (or not) and click on Create

e. Back on rule type selection click on Next



'a‘ Select a Rule Type

@ o

General

Select the type of rule to create

SNMP Trep Provider
i Mert Generating Fules.

I

Description: Specty SNMF traps to collect. You can collect inormation about al traps or you can speciy
SNMP Object Ideriiers to ier relevan traps.

Management pack

Select destination management pack:

Overide for SNMP Trep ) [Hew. ]

< Previous | Not> |\ Creste | [ Concel

£ Select a rule target first

Select rule name, description and target
SHMP Trap Provider -
Rule name:

Description (optional):

Management Pack: Override for SNMP Trap

Rule Category- [Evert Collsetion

Rule target:

g Select Node as target



Select the class. group. or
tems easier o find.

from the list below. Ye al

filter or sort the list to make:
Look for
L.t
(%) View comman targets
© View all targets

 Target

| Management Pack Description
Cluster Node. Windows Cluster Manageme Windows cluster node class
Cluster Node Hosted Cluster Windows Cluster Manageme Windows cluster resource group monitored bycluster nod
Cluster Noge Role Wingows Cluster Manageme Defines node role.
Exchange 2007 CCR Nade R Microsoft Exchange Server 2 A Physical Machine in a Windows Cluster that has the Exchy
[Node 1t Librar <

1552 total Targets, 5 visible, 1 selected.

[

h. Select rule name

' Rule Name and De:

Rule Type @ Help
ET . ienon sndtorge
SNMP Trap Provider o
Rule name:
Collect all SNMP traps| ]
Description (optional):

Management Pack: Override for SNMP Trap

e Cateoany Event Colection z)
Rule target:
Node

[L<Previous | [ Neis>pJ | Ceate | [ Cancel
Enter a useful rule name like "Collect all SNMP traps". Check if rule is enabled and click on Next.

i Configure the trap OIDs to collect



In SCOM 2012 R2 update rollup 2 you can leave the Object Identifier field empty. Click on Create.

j. Enable the scope view

|rde Edit View Go Tasks Tools Help

Overides™ _|} |
‘Aln:hming < Rules (9980)
4 [ Authoring 2 Look fon
© (&4 Management Pack Templates Name

£ Distributed Applications 4T §

Current Processor Utili:

4 Type: .NET 3-Tier Applical
|| Collect Aggregated Av
=) Collect Aggregated Av

Collect Availability of 3

Collect Aggregated Av
=7 Senice Level Tracking 4 Type: .NET Application Cc

[ Tasks. Generate Average Reqt

k. Select the target "Node"

Select the class. group, or objsct that
ems easier to find.

Lok far:

nede. Wﬂ"

(2 View common targets

@ View il arges
oot  Management Pack Description
luster Node Windows Cluster Marageme Windows cluster node class
luster Node Hosted Clu Windowis Cluster Manageme Windows cluster resource group monitored by cluster nod
lusterNodeRale  Windows Cluster Manageme Defines node role.
ichange 2007 CCR Nod Microsoft Exchange Server 2 A Prysical Machine in a Windows Cluster that has the Exch

This class.

1552 total Targets, 5 visible, 178 selected

] ol (o]

| < Previous Nex> | [ MQ | Cancel

Enable the target "Node". Click on OK.



1. Review the settings of the created rule of type node

Name Inherited from
2] Bytes Total/Sec (Universal Linux) Network Adapter

AR Fog Hechwes Create @ new rule

Internal Network Managemen| |

Trap Received (Warm Start) | Overrides b (de
Intemal Network Managemen  Oyerrides Summary de

ived (Cold Start s
TisbReciivel (B ). | o aer B e
4 Type: i i riptic
G Refresh 5; nagement Server

Web Service Vel

m. "Collect all SNMP traps" properties

4 Type: Node (7)

Collect all SNMP traps Node Override for SNMP Trap

Genersl | Cerfiguration | Product Knowledge | Overides

Rule configuration
A rul i an optional i more
res por “run 25" profiles
the rule is run.
Data sources:
| Data source Fun as profils
Rule det] » | SNMP Trap Event provider "Defaut] =

Manages

Target:

Knovled

Created:

Click on Edit... near "Data sources".

n. SNMP Trap Event trap provider properties

SNMP Trap Provider

Object Identifier Properties.

|

The Object Identifier Properties are empty. Click on Cancel.

3. Third we have to create a trap monitor in SCOM

a. Click on Monitoring -> New -> Folder..

Aibrary

‘Core Menitor...
‘Core Menitor...
fbrary

Core Manitor...

Initoring

Initoring

08.07.2014 11:32:54
20.06.2014 115616
26.06.201311:39:16
26.06.2013 11:4140
26.06.2013 11:4140
26.06.201311:39:16
26.06.201311:4140

26.06.2013 113803
26.06.2013 11:39:03

Yes
Yes
Yes
Yes
Yes

Yes

Yes

Yes




Moritoring <

Monitoring
L] New

(] Aktive We »J|0 Folder.. |

[] closedale (3 Refresh s [] Alert View

(@] DFsR-Back QOpen in new window [ Event View
State View

Add to My Workspace.

4 Performance View
cut Chrl-X =
c g [] Diagram View
; o it
2 Tasttatis : :y oy | TeskStatusView
aste 1l
(@] Web Page Vi
Delete g | WeliPateVice
T Dashboard View
Windows Rename [

b. Review the settings of the created rule of type node
Creste new folder =
Folder Name:

SNMP Management

Select the destination management pack:
|[0vwﬁde[urSNMP Trep| 2] [ Hew. ]

Enter a useful folder name like "SNMP Management" and select the formerly created MP "Override for SNMP Trap". Click on OK.

Create an Event View

i

(] sLosampleMPWebApp
SNWIP Management |
Folde

v 4_'| Q Refresh &5 Alert View
: :5 Open in new window Event View
4l Add to My Werkspace... State View
¥ o culex B Performance View
Bz Copy Ctr+C B Dagram Yiew
O pate i [ Task Status View
X Delte s [@] Wweb Page View
i i s Dashboard View
New Vi
Properties

L

Click on SNMP Management -> New -> Event View

Personalize view,

[

Edit the properties of the Event View

[Properties

Name:
Global SNVP Events

Description:
Collects sl the SNMP events coming into the system.

Criteria | pisplay
Show data reloted to: Show data cantainedin a specific group:

Eae] =l 6 (o

Select conditions:

] with 2 specific event number
[ from a specific source

generated in specifc time period

raised by an instance with a specific name
[T with specificseverity level

from a specific user

[ logged by a specific computer

Criteria description (dlick the underlined valueto edit):

View all events:

generated bl Collect all SNMP traps fules

In tab "Criteria" choose "Node", select "generated by specific rules" and choose the "Collect all SNMP traps” rule. Click on OK.
4. Fourth we have to create a Run As Account

a. Click on Administration -> Run As Configuration -> Create Run As Account...



4 & Product Connectors
QG Internal Connectors
24 Resource Pooks.

2[f R s = !
@""ﬁi 5 _Discwiry Wizard.,
., Profiles & Create Management Pack
421 UNDLinue Accounts % Download Management Packs ...
4 i) Securtty & Import Management Packs..
%, UserRoles —
@, Settings 2 NewUserRole b
4 P system Center Advisor 7. Create Run As Account...
& Acisor Comnection 2. Create Run As Profile..
iy Advisor Managed A
|55 New channel »
Discovery Wizard... & Newsubscriber..
Ll New i
B Monitoring i
3 P Add Management Group
| A Authoring
4 Refresh 5

[ My Workspace

b. Specify general account properties

Select the type of Run As account that you want to create, and then provide a display name
Distribution Security and description,

Complefion

Display name:

SNMP Proxy

Description(optional):

sbrcvss] |wabin, [ et || (s

Choose "Community String" as account type and enter a useful display name like "SNMP Proxy". Click on Next.

c. Set credentials



N
?ﬁ Credentials

Intreduction

General Properties Provide account credentials

— Frovide a commuriity stringfor this Run As account for SNMPw1 or SNMPVZ devices,
Distribution Security
Comastion Community string:

Enter the community string and click on Next.

d. Select a distribution security option

N
TE Distribution Security

Introduction
General Properties Select a distribution security option
Cregentials

for this Run As account must b o the agen

or to perform i tions that izted with 2 Run
As profile. Distribution cannet oceur until the Run As account is added to a Run As profile.

Completion

Seleot a distribution security option for this Run As account:
120 Less secure - | want the credentials tobe distributed automaically to all managed
computers,

of all recipi will be. the Run As

Caution; i
‘account credentials.

| want ly to which the credentials will be
distributed.

<Previous | |

Choose "More secure” and click on Create.

e. Prompt to create a profile

E Run As Account Creation Progress

Introduction

General Properties ‘Wizard completed successfully

Credentials

ool ety You have successully crealed this Run As account.

Goiaion /i Youmust now asscciate this Run iate Run A profile.
“You can edit an existing profile of creats a new one.

5. Fifth we have to create a Run As Profile

a. Click on Administration -> Run As Configuration -> Profiles -> Create Run As Profile...



4 % Run As Corfiguration
@l Accounts

\H

%, DFSh
. DFSR
= o

2. Profiles .

) UNDUU Accoung & Discovery Wizard.. L
4 (i Security & Create Management Pack
2, userRoles #  Download Management Packs . Y
@, settings & Import Management Packs... ]
4 A system Cer i
@ Advisor Con s New User Role v
14 Advisor Managed Create Run As Account
¢
Discovery Wizard 2 Create Run As Profile.

New channel
n ]
B vonitoring New subscriber...
2 Aty New subscription.
+ : Add Management Grou
E Reparting bt i S
|ﬁ7 (4 Refresh s 4
e

ks

Specify general profile properties

Spedify the Run As profile’s general properties

As a best practice, you should save new Run As profiles into a new management pack.

Display name:
SNMP Proxy

Description(aptionsl):

Select destination management pack:

[Network Discovery Internal ] [ Mew..

Create | | Ganosl

Enter the same display name "SNMP Proxy" like we used for the "Run As Account". Click on Next.

¢. Add Run As Account



2, Run As Profile Wizard

Add Run As accounts

Add 2 Run As account to this Run As profile. Addiional Run As accounts can be
oroups. or objects.

Run As accounts: * Edit.. X Remove

Account Name Association  Used For Class Path

Selecta Run As account to add to this profile. Choose an account that has privileges that are
sufficient to monitor the objects that you specify.

Run As account:
e =) (o

This Run As Account will be Used to manage the following objects:

Aselected class, group. or object

Select "Add", choose "SNMP Proxy" and select "All targeted objects". Click on OK.

d. Create profile

s
Introduction
General Properties

Completion

Click on Create.

Run As Accounts

Add Run As accounts

Add 3 Run As account to this Run As prefile. Additional Run As accounts can be added fo manage specific classes,
Groups, or obiects.

Run s accounts e Add... . Edit.. X Remove
Account Name Association  Used For Class Path
@ SNMP Proxy Class All targeted objects  Objekt

e. Warning about account distribution



Completion
iy
Introduction
General Properties wizard completed successfully
Run s Accounts
Completion Credentials from less-secure Run S Credentials Run As

sccounts must be distributed manually.

/iy One or more objects selected in this profile may nat if Run. are not.
the appropriate agenis or management servers. Click  Run As account fo update its distribution.

More-secure Run As accounts
A SNMP Praxy

<Previous | [ Next> Create | Tose

First click on "SNMP Proxy" (green hook appeares) and then click on Close.
Start of the network device discovery

1. Click on inistration -> Network M: -> Discovery Wizard...

‘What would you like to manage?

General Properties Chy i discov

Discovery Method
Default Accounts e o
Devices | Discover Windows computers in your Active Directory
” environment and install agents on the ones you want to
Schedule Discovery i/ manage:
Summary
Completion
UNIX/Linux computers
This enables you to discaver UNIX and Linux computers in
your install agents on o
manage.
Network devices
Discover and monitor network devices using Simple:
Network Management Protocol (SNMF).
Select 2 discovery type and click Next to continue.
[ <Previous | [betzuN] [ Greate | [LGancel

Select "Network devices" and click on Next.

2. Select a management or gateway server



Specify general properties

Name: @

Discovery Method
Default Accounts

Devices Description (optional):

Schedule Discovery

Summary
Completion
| Select a management or gateway server
Select an Operations Manager server or gal

Y to A
server can run only one network discovary. Servers that already run a network tiscovery do ot
appear in the list

Availzble servers:

Select an Operations Manager for i devices.
Avsilable pools
A1 Managemert Servers Resource Pool =

If there is just the message that no management servers are available, please check the discovery rules!

bed

Check discovery rules

Administration < | Discovery Rules (2)

4§ Administration ~ O Lockfor
&, Connected Management Groups Name - Type = Network Discovery Server . Status . Last Discovered
4 [ Device Management

PRl fe———"" Eupl\r cit
o ol
[ Agentless Managed
4l Management servers
& pending Managemert
5 uND/LinuComputers
9 Management Packs
4 3] Network Managemert
[ Discovery Rules

Go to Administration -> Network \ -> Discovery Rules. If there are all your SCOM servers listet, it is not allowed to configure any further discovery rule. You have to delete at least one rule to go further! Again I can't understand this behavior. Why isn't it possible to define various rules and select one of them for a specific discovery? Once more a lack of functionality into
SCOM.

Find Now Clear

-+ LastPending + LastRun Time
Idle 17 (] 02.07.2014 16:25:41
Idie 2 0 27.06.2014 08:12:43

bl

Set general properties

Discovery Method
Default Accounts
Devices

Schedule Discovery

Summary

Completion
Select a management or gateway server
Select an Operations Manager management server or gateway server to run the discovery. A
senver can run only one network discovery. Servers that already run a network discovery do not
appear in the list

Ayailable servers:

Enter the name (FQDN) of your network device, select a management server and pool. Click on Next.

5. Set general properties



Discovery Method
Default Accounts

Devices

Schedule Discovery

Summary

Completion

Select a management or gateway server

Select an Operations.

erver o gateway server to run the discovery. A

Manager management
server can run only one network discovery. Servers that already run = network discovery do ot

=ppear in the list
Available servers:

agemert server>

= Uperaions resource pool for menitoring of discovered network devices.

Servers Resource

Enter the name (FQDN) of your network device, select a management server and pool. Click on Next.

o

Select a discovery type

General Froperties Select a discovery type

@ Explicit discovery

Schedule Discavery © firomsediscovery.
Summary Operstions

«connected to the devices that you specify.
Completion

Operations Manager will discover only those network devices you specify.

Manager will discover the devices that you specify and all devices that are

8 More: about discovering network devices

Select "Explicit discovery" and click on Next.

7. Specify the default Run As accounts for discovery

<Proious | [ Net> ] | Gt | [ Goncal



Default Accounts.

Discovery Type
General Froperiies Specify the default Run As accounts for discovery
Discovery Method

Select one or more SNMPy1 er SNMPv2 Run As accounts as the default accounts for
for individual netviork

ices. You
devices or add aceounts for SNMPv3 devices later in this wizard.

Schedule Discovery

Summary B A :

Campletion
Account Name Description
SNMP Proxy|

@) More about Run s accounts

< Previous Nat > | Creae | [ Ganes|

Select "SNMP Proxy" as account name and click on Next.

%

Specify devices

4 Computer and Device Mansgement Wizard =]

Devices

Discovery Type

General Properiies Specify devices

Dhscegy et Specily the nefwork devices that you want to discaver and manage. You can also importa text file
Default Accounts that contains the IP addresses of your netwark devices.

Sehedule Discovery || Impor Edit,. 7% Remove
Summeary m
Completion|

Specify the setiings for the network device you want to discover,

Name or P address:

[

Access mode: SNMP version:
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Click on "Add", enter name or IP of the device, choose "ICMP and SNMP" as access mode, select "v1 or v2" as snmp version and "SNMP Proxy" as account. Click on OK and then on Next.

9. Schedule the network discovery



Schedule Discovery
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Choose "Run the discovery rule manually". Click on Next.

10. Confirm the settings
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Click on Create.

11. Wait for completion



& Computer and Device Management Wizard

The network discovery rule was successfully created

V] Run the network discovery rule after the wizard is closed

To view progress when  netwark diseovery rule is running, open the Admiristration
workspace, expand Network Management. and click Discovery Rules.

Close
Select "Run the network discovery rule after the wizard is closed". Click on Close
And voila there is a new network SNMP version 1 device discovered on port 161!
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The information showed are mainly the content of snmpd.conf of the Linux server and not from snmptrapd.conf!
Furthermore the net-snmp agent version seems to be hardcoded in SCOM, because the version displayed is older than the installed version

A nmap scan again shows that port 162 is now listening on the SCOM 2012 system.

[root@<hostname> ~]# nmap -sU -p U:162 <FQDN-SCOM>
Starting Nmap 4.11 ( http://www.insecure.org/nmap/ ) at 2014-06-20 13:31 CEST
Interesting ports on <FQDN-SCOM> (<SCOM-IP;

PORT STATE SERVICE

162/udp open|filtered snmptrap

MAC Address: 00:50:56:A3:xx:yy (VMWare)

anned in 0.321 seconds

Nmap finished: 1 IP address (1 host up)
[rooti<hostname> ~]#




Now it's time to disable (stop) the SNMP daemon on the Linux server and try to send some SNMP traps. There is a command line utility which can be used for sending SNMP traps. Don't confound things, this is not snmptrapd!

[rooti<hostname> ~]# service snmpd
Stopping snmpd:
[rooti<hostname> ~]#

[root@<hostname> ~]# snmptrap -v 1 -c public <FQDN-SCOM> .1.3.6.1.4.1.8072 3.1 "" 617 "" .1.3.6.1.2.1.1.6.0 s "Just there"
~1#

~]# snmptrap -v 1 -c public <FQDN-SCOM> NET-SNMP-EXAMPLES-MIB: :netSnmpExampleNotification "" 6 17 "" SNMPv2-MIB::sysLocation.0 s "Just here"
~1#

shows following result in SCOM. Please note that SCOM doesn't translate the OIDs to the appropriate entity names by itself!

Event Data | View Event Data

Destination

Version

For the interested reader now a small collection of SNMP v2c and v1 traps and how SCOM detected them,
o Trap version 2(c) SNMP trap

Use of snmptrap cli

ostname> ~]# snmptrap -v 2c -c public <FQDN-SCOM> 0 NET-SNMP-EXAMPLES-MIB: :netSnmpExampleHeartbeatNotification netSnmpExampleHeartbeatRate i 60
~1#

~]# somptrap -v 2c -c public <FQDN-SCOM> 0 .1.3.6.1.4.1. .3.0.1 .1.3.6.1.4.1.8072
~1#

Display into SCOM 2012

Event Data -l view Event Data

o Trap version 1 SNMP trap

Use of snmptrap cli

~]# snmptrap -v 1 -c public <FQDN-SCOM> NET-SNMP-EXAMPLES-MIB: :netSnmpExampleNotifications "" 6 1 "" netSnmpExampleHeartbeatRate i 60
~1#

ostname> ~]# snmptrap -v 1 -c public <FQDN-SCOM> .1.3.6.1.4.1.8072.2.3 "" 6 1 "" .1.3.6.1.4.1.8072.2.3.2.1.0 i 60
@<hostname> ~]#

Display into SCOM 2012

Event Data: 2! View Event Data

Syntax

Now we see a bunch on non-speaking object identifiers. There is a tool called snmptranslate into the net-snmp package which translates the OID into the entity name and vice versa

ObjectIdentifier snmptranslate -m ALL Syntax Value snmptranslate -m ALL

136121130 DISMAN-EVENT-MIB:sysUpTimelnstance Timeticks | 26266607 -

13616311410 SNMPv2-MIB::snmpTrapOID.0 Oid 13.6.1.4.18072.23.0.1 | NET-SNMP-EXAMPLES-MIB:netSnmpExampleHeartbeatNotification
13.6.1.4.18072 NET-SNMP-EXAMPLES-MIB: netSnmpExampleHeartbeatRate | Integer | 60 -




13.6163.1.1430 SNMPv2-MIB::snmpTrapEnterprise.0 ‘ Oid | 13.6.1.4.1.8072.23 NET-SNMP-EXAMPLES-MIB: netSnmpExampleNotifications

If you use the option -m ALL snmptranslate will scan the MIB directory, RHEL default is /ust/share/snmp/mib, parse all MIBs and build the entity names out of the OIDs.

I've bundled the needed MIBs into a d load file [ 3 ibs.tar. 2 kByte], which you can request here. More information about the latest MIBs are available from VMware: http://kb.vmware.com/kb/1013445
This was a short trip into the world of object identifiers and entity names. Let us now switch back to real world. We are now able to discover a network device, which sends SNMP traps to SCOM 2012 But what about network devices which are unable to answer SNMP requests but able to send SNMP traps? Is it possible to monitor them with System Center Operations Manager?

The answer is: yes, but not the smart way. First you have to deploy a server like the RedHat Enterprise Linux I've mentioned above and configure it identical (hostname and ip address and SNMP version) to your network device. If this Linux server was successful discovered by SCOM just remove it and substitute it with the "real” SNMP trap sending network device. This should work pretty
good! But beware the circumstance that SCOM 2012 just shows the object identifier and is not able to import MIBs! This is a severe shortage

T guess some guys know that the snmptrap daemon is able to forward SNMP traps. Now, maybe that it is possible to forward SNMP traps from a MS Windows server, lef VMware vCenter Server, using this RHEL server? Well I've extend my scenario to verify this

trap forwarder

trap receiver

Linux A sends a snmptrap to Linux B. Linux B is configured as a forwarder for SNMP traps and sends the trap immediatly back to Linux A which is a snmptrap receiver, too. I do this without including SCOM to verify that the setup is full functional. We can monitor the behavior of the two systems by observing the content of /var/log/messages on both servers

send trap from Linux A to Linux B

ostnameA> ~]# snmptrap lhost 6 17 "" 1 s "Just a test

ostnameA> ~]#

Logfile Linux B

Jun 18 14:46:04 <hostnameB> snmptrapd[4215]: 2014-06-18 14:46:04 localhost.localdomain [127.0.0.1] (via UDP: [<hostnameA-IP>]:38153) TRAP, SNMP vl, community public SNMPv2-SMI::internet Enterprise Specific Trap (17) Uptime: 265 days, 5: internet = STRING: "Just a test!

Logfile Linux A

Jun 18 14:46:04 <hostnameA> snmptrapd[32387]: 2014-06-18 14:46:04 localhost.localdomain [127.0.0.1] (via UDP: [<hostnameB-IP>]:37360) TRAP, SNMP vl, community public SNMPv2-SMI::internet Enterprise Specific Trap (17) Uptime: 265 days, 5:59:58.77 SNMPv2-SMI::internet = STRING: "Just a test"

Hey, that looks good.

ar/log/messages from Logfile Linux A

Jun 18 14:47:00 <hostnameA> snmptrapd[32387]: 2014-06-18 14:47:00 <vCenter-FQDN> [<vCenter-IP>] (via UDP: [<vCenter-IP>]:56912) TRAP, SNMP vl, community public VMWARE-PRODUCTS-MIB::vmwVC Enterprise Specific Trap (VMWARE-VC-EVENT-MIB::vpxdDiagnostic) Uptime: 34 days, 21:34:31.53

Isn't it cool? It will work pretty good from the Linux point of view. Let's transfer the scenario using SCOM 2012 as SNMP trap receiver, which means that there is an additional trap receiver to configure

trap receiver

trap receiver

As you might guess, the result is: nothing! I can't see any new trap into SCOM 2012 by using the last scenario, just the old ones sending direct from Linux B. Oh, what a mess!
These are the configuration changes on Linux B
1. /ete/snmp/snmptrapd.conf

authCommunity net,log public

forward default <hostnameA-IP> public




forward default <SCOM-IP> public
VMWARE-VC-EVENT-MIB: :vpxdDiagnostic /root/scom/bin/traps vpxdiag
VMWARE ~PRODUCTS-MIB: : vinwVC /root/scom/bin/traps vcenter
.1.4.1.6876.4.3 /root/scom/bin/traps vcenteroid

traphandle .1.3.6
.1.3.6.1.4.1.6876.4.3.0.202 /root/scom/bin/traps vpxdiagoid

traphandle

disableAuthorization yes

You see the forward rules, they are self-explaining. t lines are trap handlers, I will tell a bit later about them. The last line (disable Authorization yes) is needed if you use net-snmp v5.3 or greater

2. Create the trap handler seript /root/scom/bin/traps

The trap handlers are able to execute a script if a specific trap is received. Because the forwarding doesn't work, what about triggering a new trap with the received values? Let's see what happens if we create the script

#!/bin/bash

BASE='/usr/bin/snmptrap -v 1 -c public <SCOM-FQDN> .1.3.6.1.4.1.6876.4.3 ""
VPXDIAG='202 """
VPXDALARMINFO='203 "" '

vars=

while read oid val
do
OBJECT="$VPXDALARMINFO"
if [ "$oid" = "<vCenter-FQDN>" ]
then
continue
fi
if [ "$oid" = "<UNKNOWN>" ]
then
continue
£i
if [ "$oid"
then
continue

" SNMP-COMMUNITY -MIB: : snmpTrapAddress.0" ]
"' SNMP-COMMUNITY -MIB: : snmpTrapCommunity.0" ]
"DISMAN-EVENT-MIB: : sysUpTimeInstance" ]

"$oid" = "SNMPv2-MIB: : snmpTrapOID.0" ]

continue
fi
if [ "$oid" = "SNMPv2-MIB::snmpTrapEnterprise.0" ]
then
continue
£i
if "$oid" "VMWARE -VC-EVENT-MIB: : vmwVpxdTargetObjType.0" ]

= "unknown" ] ; then
"$val" = "host" ] ; then
"$val’ = "vm' ] ; then

"$val" = "other" ] ; then

fi
if [ "$val" = "VMWARE-VC-EVENT-MIB: :vpxdDiagnostic" ]

hen
OBJECT="$VPXDIAG"
break
fi
if [ "$vars" = "v ]
then
if [ "$oid" = "VMWARE-VC-EVENT-MIB: :vmwVpxdTargetObjType.0" ]
then
vars="$oid i \"$val\""
else
vars="$oid s \"$val\""

"$oid" = "VMWARE-VC-EVENT-MIB: : vmwVpxdTargetObjType.0" ]

vars="$vars $oid i \"$val\""
else
vars="$vars $oid s \"$val\""
fi
fi
done

echo "trap: $1 # $BASE $OBJECT $vars" >> /root/scom/bin/snmptraphandle.txt
o (echo $vars | sed -e 's/A/Re/g' -e 's/0/Oe/g' -e 's/U/Ue/g' -e 's/a/ae/g' -e 's/é/ce/g' -e 's/u/ue/g' -e 's/B/ss/g')
eval TSBASE" "$OBJECT" "$clean vars"

3. Changes o /init.d/snmptrapd

. /etc/init.d/functions

OPTIONS="-m ALL -Ls 3 -p /var/run/snmptrapd.pid"




#OPTIONS="-Lsd -p /var/run/snmptrapd.pid"
if [ -e /etc/sysconfig/snmptrapd.options ]; then

4. Restart of snmptrapd

[rooté<hostnameA> ~]# service smmptrapd restart
Stopping snmptrapd:

Starting snmptrapd:

[rooté<hostnameA> ~]#

w

The vpxd diagnostic trap
To receive the vpxd diagnostic trap from vCenter every minute follow the kb article about how to change the default sending period of the diagnostic SNMP trap on vCenter: http://kb vmware com/kb/2020271. If you don't know how to send SNMP traps from vCenter there is a kb article, too: http://kb vmware com/kb/1006438

Event Data: & View Event Data

Syntax

Yeah, we've got it! It works

s expected. Now we can receive SNMP traps send by a vCenter Server running Microsoft Windows using a Linux

server as a kind of trap rewriter

Now let me write some words about the configuration. You may have recognized in snmptrapd.conf the duplicate lines, c.g.

traphandle VMWARE-VC-EVENT-MIB::vpxdDiagnostic /root/scom/bin/traps vpxdiag

and

traphandle .1.3.6.1.4.1.6876.4.3.0.202 /root/scom/bin/traps vpxdiagoid

In your final configuration you could delete one of the lines. It doesn't matter if you use OIDs or entity names. In my opinion it's better to use the entity names, because they are more "human readable” instead of the OIDs. Additionally you can delete the forward lines, they are obsolete

T was inspired from the handler script example from the net-snmp team for writing the traps shell script. The script is just a kind of filter which throws away unwanted information. It converts the ASCII string of the vmwVpxdTargetObjType to integer again (the MIB files provide information about the needed data type) and at least it coverts the german umlauts (some guys
characters") to the valid ASCII range. If you don't do that SCOM interpretes this as the binary representation of octet string as you can see in the following picture:

say "funny or dotted

Event Data: | View Event Data

Just by replacing the umlaut  to "ac" the octet string get readable again

Event Data: > View Event Data

Now my dear reader is it up to you to build a free piece of software which displays the vCenter SNMP traps in a meaningful way into SCOM 2012. I've provided you with all information and tips I've currently discovered.
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