How to monitor RedHat Enterprise Linux 5 or 6 using Microsoft System Center Operations Manager (SCOM) 2012 SP1 - Part
2

Installation of the SCOM agents on RHEL

In part 1 there is a description how to modify SCOM and RHEL to get ready for the agent installation. If this wasn't properly done you will get into trouble.
Believe me! In this part 2 I will describe the agent installation and how to check if the setup was well done.

1. Open SCOM Operations Console, go to Administration pane, Device Management, right click on UNIX/Linux Computers, select Discovery Wizard
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2. Select UNIX/Linux computers, click Next



Computer Salecton

Compidar Managami —— Windows computers

Discover \Windows computers in your Active Directory
emaronment and install agents on the ones you wanl to
manage.

= UNIX/Linux computers

— This anables you to discover UNDX and Linux computers in
W your environment and install agents on the ones you wani o
manage.

Metwork devices
#8581 Discover and monitor network devices using Simple
Metwork Management Protocol (SNMP).

Select b discovery type and click Next to contrime.

[ cPrevos | m | Dascorer |

3. Click Add in the Define the criteria for discovering... window



Define the criteria for discowe ring UNDC Linux computers

Click Add o dafine the Sscovery scops and provide credentials 1o snable the discovery process. To
edit discovery cridena or fo change cradenbals. select an existing entry and chick Edit

e @-fidﬂ... == Remove

Dizcovery: Scope Defaut

4. Insert the FQDN or IP address of the Server which should be monitored:




Specify the discovery critena to discover and run commands on UNE/Linux computers

Discovery scope

A discovery scope is composed of one or more [P addresses, fully gualified domain names (FQON) or
ranges of IP addresses, and a Secure Shell (S5H) port.

| Discovery Scope SSHPot || Addrow |

Discovery type
How do you want to discover the computers within the specified discovery scopes?

| Al computers =

Credertials
Set the credentials to be used to discover and run commands upon the computers within the specified

discovery scopes.

Action Account Account Type
Digcovery and installation

Hint: Hit the return key to add the FQDN. Don't forget to click Set credentials!

5. Set the type of credentials in the following window as shown:



Credentiol Setting [

Default Credentials Select the type of credential you want to use

Elevation .
() 55H key

This will use an S5H key and can optionally include a passphrase. Using an S5H key will reguire additional
credentials for the agent verification action.

@ User name and password

,H Commumicating with remate computers using Secure Shell (55H) carries secunty nsks. This protocaol
%) sends passwords and other security information to the specified remote computers. Ensure that the
remote computers are known and trusted.

Specify the account credentials that will be used.

|Jser name:

OpEMgrEve

Password:

Confirm password:

Diges this account have privileged access?

iThis account does not have prvieged access G

More sbout credentials for LML inum

Remember: In part 1 I have described the Linux setup of the user "opsmgrsve"



6. Check the settings:

Specify the discovery criteria to discover and run commands on UNIX/Linwee computers

Discovery scope
& discovery scope is composed of one or more |P addresses, fully qualified domain names (FADN) or
ranges of [P addresses, and a Secure Shell (55H) port.

Discovery Scope S55H Port [ Ladd row ]
e 2 [ Remove row |

B

Discovery type
How do you want to discover the computers within the specified discovery scopes?

Credentials
Set the credentials to be used to discover and run commands upon the computers within the specified
discovery scopes.

| Set credentals... |

Action Accournt Account Type |

izcovery  opsmgreve User name and passward

Installation  Mone Using sudo elevation

[ soe 1y [ Coes

Don't forget to click Save!

7. Selection of the target resource pool:



Define the criteria for discovering UNIX [ Linux computers

Click Add 1o define the discovery scopes and provida cradentials io anabls the discovery process. To
edit discovery crileria of o change credentials. select an existing entry and click Edit.

Discovery ereria dhadd.. [ Edit.. == Remove
Dracovery Scope Defiutt Credential S5H Patt
E Dacovery Ciena OpSMQEVE

L 4 n

Select isrget rescurce pocl:

EET 0 .

Remember: In part 1 we have defined the resource pool. Click on Discover!

8. Selection of the computers to manage:




Select the computers you want to manage

Plazsa wait while the UNDULinwe compoters in your network are discoversd. This may tskes soma ime
depending on the size of your network.

Degcovery resulia:
Manageabie competens {1 resut) | Addeional resubs (0 resuts) |
¥ YComputer Hame [P Address  Action Operating System
I s Agert and Manage Defals Red Hat Erterprise L
:l__ _*__

[cprmoun | | ters || Manage IIW ]

Select the appropriate checkbox and click on Manage!

9. Agent deployment starts:



Dhazevery Type
Drszovery Criteria
Computer Selection
Compoter Managemant

Deployment and Management Complete

Plaase réview the deployment resulls below. On computers where the deployiment was not

‘successful, it might be necessary to install the appropriate agent manually.

Pooeee—
Deployrnent results:
DRy  stalng | Red Hat Entemose i 64 35 84

10. Agent deployment throws an error:



= Computer and Device Management Wizard | = |

Computer Management Progress

Discovery Type
Chacovery Criena
Computer Salaction

Deployment and Management Complete

Fleass review the apent deployment results below. On computers where the deployment was: not
succeasful, i might be pecessary to matzll tha appropriate agent manually.

Deployment resufls:
| e Faed Dictais Red Hat Enfemprnise L 64 %E6_B4
pa—"
F
Details
0 -
Computer:
PSS
Mezzape:
Canficale signing operation was not successhul
Detaila:
Task mvocation faded with emor coda -2130771918. Eror message was. The -
SCHCestWrbe Action module sncountered a DoProcess exception. Tha wordlow 3 .
“Whcrosoft Unix Agent GetCad Task™ haa been unionded, 3 -
Modus: SCXCentWitaAchon < _
| Ebme] [ corce
— =

Oops! This wasn't expected. We have a look at the Linux server now. Do you remember that I told you to have a Linux admin by your side? Read the
error message carefully and then click on Close!

11. If you try to login via ssh, sftp or scp to a Linux system all these accesses are logged to /var/log/secure. This text file is the first address to look for
connection problems. So, let's have a look to this. I'm using the tail command for this purpose:



12.

[root@<hostname> ~]# tail -f /var/log/secure

Mar 27 15:09:55 <hostname> sshd[56686] : Accepted password for opsmgrsvc from <SCOM-IP> port 57389 ssh2

Mar 27 15:09:55 <hostname> sshd[56686]: pam unix(sshd:session): session opened for user opsmgrsvc by (uid=0)
Mar 27 15:09:55 <hostname> sshd[56686]: pam unix(sshd:session): session closed for user opsmgrsvc

Mar 27 15:09:56 <hostname> sshd[56704]: Accepted password for opsmgrsvc from <SCOM-IP> port 57390 ssh2

Mar 27 15:09:56 <hostname> sshd[56704]: pam unix(sshd:session): session opened for user opsmgrsvc by (uid=0)
Mar 27 15:09:56 <hostname> sshd[56706]: subsystem request for sftp

Mar 27 15:09:56 <hostname> sshd[56704]: pam unix(sshd:session): session closed for user opsmgrsvc

As we can see there are successful connections via ssh, protocol version 2 and a successful data transfer using sftp. Now we can state that our
credentials are OK and valid!

Resignature of the Linux host certificate
After some googling around I found that the problem could be solved by resignature the certificate of the Linux host. In short words: we have to fetch
the SCOM Agent certificate, copy it to the SCOM server, resignature it and copy it back to the Linux server. It's really a shame for Microsoft that they
are not able to do this process during the agent rollout. As we can see above this is not a matter of rigts/security!
e We use for the following steps the sftp/scp/ftp client "FileZilla" you can get it from https://filezilla-project.org/ for free. The best way is to
enable temporarily the root access for ssh to do the copy tasks. Again shame on Microsoft they haven't done their homework!
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e Enter the connection credentials:

Host;  sfp:/ft Username; root Password; esssssss Port: Quickconnect

You have to enter the protocol, we use sftp. The hostname of the Linux server. Username and password. You can leave the port empty. Click on
Quickconnect.

e Navigate to the directory of the agent certificate:
Remote site: | Jetc/opt/microsoft/scx /sl
=] opt

= . microsoft

If you like you can go to this directory using a ssh connection:

[root@<hostname> ~]# cd /etc/opt/microsoft/scx/ssl

e Drag 'n drop the agent certificate to the Queued files pane:
Filename Filesize Filetype Last modified © Permissions

| |=cx-key.pem 1704 PEM-Datei 27/03/2014 13:05:00 ~fosemnnan
B s host- T, pem 1188 _27/03/2014 13:05:00

SCHPEM PEM-Datei 27/03/2014 13:05:00 Inacrwnomav

The agent certificate is named after the following scheme: scx-host-<hostname>.pem.

e Verify if the copy direction is from Linux to Windows system:

Server/Local file Direction Remote file Size Priority  Status
4 sftp/roct@iN
| OV SN sox- host-bym... <-- fetc/opt/microsoft/scyfsslisc... 1188 Mormal

As you can see the file is copied from the Linux server to a MS Windows System on Drive O:\. The destination drive letter may vary in your
environment.



e Initiate the copy process:

Server/Local file Direction Remote file
g sftp:f/root@ 7

Process Queue

Stop and remove all

Remowve selected

Queuned files (1)
{ Default file exists action...

[ Set Pricrity L
Now right click on the selected file and choose "Process Queue" to copy the file.

e Now we make a copy of the original certificate just for the case that something is going wrong:

[root@<hostname> ~]# cd /etc/opt/microsoft/scx/ssl

[root@<hostname> ~]# mv scx-host-<hostname>.pem scx-host-<hostname>.pem.orig

© On the SCOM server side navigate to the copied certificate directory:

Q =/ v Netzwerk » r ¢S » Source v |4y
Chrgansieren = Hinen Brennen Mewer Crdner
‘:m Metnwerk % Famie ’ Anderumngsdatur

L

; < = Core S-.-;ltcl'l.]pg

C .
= W] Get-5510.psl
Berutzer

:T‘J ReportViewer.exe

tpub
netpd Sys_Ctr_Ops_Manager Svr 2012 wiPl En..

Perflogs
s hiost-5 JpeEm
Program File
Programme
Source

Windows

In this case we use the directory C:\Source. Maybe you have a different path.

o The resignaturing is done using Windows command line:



cd "$ProgramFiles%\System Center 2012\Operations Manager\Server"

scxcertconfig.exe -sign c:\Source\scx-host-<hostname>.pem c:\Source\scx-host-<hostname>-new.pem

o Now we've done the Windows part!

= Prepare to move the resignatured certificate:
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Navigate in the left pane to the directory where the new certificate was generated.

= Queue the resignatured certificate:
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Drag 'n drop the new certificate from the left pane to the bottom pane. Make sure that the destination directory on the rigth pane is available!

» Transfering the resignatured certificate to the Linux server:
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Start the transfer by right-click on the file in the bottom pane and select "Process Queue".

m Successful transfer:
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If the transfer was successful you will find the backup of the original certificate and the new resignatured certificate in the same directory.
o Now we switch back to the Linux command line:

[root@<hostname> ~]# cd /etc/opt/microsoft/scx/ssl

[root@<hostname> ~]# mv scx-host-<hostname>-new.pem scx-host-<hostname>.pem
[root@<hostname> ~]# chmod 444 scx-host-<hostname>.pem

[root@<hostname> ~]# 1ls -1

total 12

-r--r--r-- 1 root root 1224 Mar scx-host-<hostname>.pem

-r--r--r-- 1 root root 1188 Mar scx-host-<hostname>.pem.orig

T e 1l root root 1704 Mar scx-key.pem

lrwxrwxrwx 1 root root 48 Mar scx.pem -> /etc/opt/microsoft/scx/ssl/scx-host-<hostname>.pem

[root@<hostname> ~]#

It's now the time to do little file operations: rename the new certificate and assign the correct file permissions.

13. No we have to go back to the Select UNIX/Linux computers screen, click Next



What would you like to manage?

Campiier Maragaminy — Windows computers

Discover VWindows computers in your Active Direciory
emaronment and install agents on the ones you wanl to
manage.

- UNIX [Linux computers

—] mtuﬂiaIywhithHmﬁlmm“
W your anvironment and instsll agents on the ones you wand fo
TAnGpe.

Metwork devices
. —hl Mﬂmﬁmm“m
. Metwork Management Prodocol [SNMP).

Select b discovery type and click Next to contrime.

T j-"j' Dacorer_|

14. Check the settings:



Specify the discovery criteria to discover and run commands on UNIX/Linwx computers

Discovery scope
A discovery scope is composed of one or more IP addresses, fully qualified domain names (FGQDN) or
ranges of |P addresses, and & Secure Shell (S5H) port.

Discovery Scope 55H Port [ Add row ]
L = | Remoye row |

Discovery bpe
How do you want to discover the computers within the specified discovery scopes?

Credertials
Set the credentials to be used to discover and run commands upon the computers within the specified
discovery scopes.

| Set credentials... |

Action Account Account Type

Dizcovery  opsmarsve User name and passward

Installation  Maone Using sudo elevation

[ Saveb“ Cancel

Don't forget to click Save!

15. Again selection of the computers to manage:



Select the computers you want to manage

Please wait whele the UNDYLimo: computers in your network sre discoversd, This may take soma Bme
depending on the size of your netwark.

Dhscovery resulis:
Margeable computers (1 resut] | Addsional resuts () resubs) |

) comiSSgpS WIS Mxopr  Deisls Red Hat Ertesine L Server 6

| <Pevious || Met> || Manage || Cancel |

Select the appropriate checkbox and click on Manage! Note: There is just the action manage available.

16. Agent deployment now successful:



Deployment and Management Complete

Please review the agent deployment results below, On compuiers where the deployment was net
successful, it might be necessary to install the sppoopriate agent mansally,

Deployment results:
s Detols R Hat Entepise Linux Server €4 5 64

ot > | [0one ) [ Conce |

Click on Done! We've got it.

You can download this page as pdf file [922 kB].

On the next page I will provide some additional information about the SCOM agent.

On the previous page I described the base setup of the SCOM and RHEL.
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